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Handling the Client Request:
HTTP Request Headers

« Example HTTP 1.1 Request

GET /search?keywords=servlets+jsp HTTP/1l.1

Accept: image/gif, image/jpg, */*

Accept-Encoding: gzip

Connection: Keep-Alive

Cookie: userID=1id456578

Host: www.somebookstore.com

Referer: http://www.somebookstore.com/findbooks.html
User-Agent: Mozilla/4.7 [en] (Win98; U)

* |t shouldn't take a rocket scientist to realize
that you need to understand HTTP to be
effective with servlets or JSP
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Reading Request Headers
(Methods in HttpServietRequest)

- General
— getHeader
— getHeaders (2.2 only)
— getHeaderNames
- Specialized
— getCookies
— getAuthType and getRemoteUser
— getContentLength
— getContentType
— getDateHeader
— getIntHeader

* Related info
— getMethod, getRequestURI, getProtocol
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Checking For Missing Headers

- HTTP 1.0

— All request headers are optional

- HTTP 1.1
— Only Host is required

« Conclusion
— Always check that request.getHeader 1s non-null before
trying to use it
String val = request.getHeader ("some name") ;
if (val != null) {
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Printing All Headers

public class ShowRequestHeaders extends HttpServlet {
public void doGet (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException {
response.setContentType ("text/html") ;
PrintWriter out = response.getWriter();
String title = "Servlet Example: Showing Request Headers";
out.println(ServletUtilities.headWithTitle(title) +
"<BODY BGCOLOR=\"#FDF5E6\">\n" +
"<H1 ALIGN=CENTER>" + title + "</Hl>\n" +
"<B>Request Method: </B>" +
request.getMethod () + "<BR>\n" +
"<B>Request URI: </B>" +
request.getRequestURI() + "<BR>\n" +
"<«B>Request Protocol: </B>" +
request.getProtocol () + "<BR><BR>\n" +
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Printing All Headers
(Continued)

"<TABLE BORDER=1 ALIGN=CENTER>\n" +

"<TR BGCOLOR=\"#FFADOO\">\n" +

"<TH>Header Name<TH>Header Value") ;
Enumeration headerNames = request.getHeaderNames () ;
while (headerNames.hasMoreElements ()) {

String headerName = (String)headerNames.nextElement () ;
out.println("<TR><TD>" + headerName) ;
out.println (" <TD>" + request.getHeader (headerName)) ;

}

out.println("</TABLE>\n</BODY></HTML>") ;

public void doPost (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException {
doGet (request, response);

}
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Printing All Headers:
Typical Netscape Result

# Servlet Example: Showing Request Headers - Metscape

File Edit “iew Go Communicator Help

192 AdumasdB H O
Servlet Example: Showing Request Headers

Request Method: GET
Request URT: fzervlet/coreserviets. ShowEequestHeaders
Request Protocol: HTTE/1.0

| Header Name | Header Value

|Connection |Keep—AJive

[User-Agent [Mozilla/4. 7 [en] (Wind3; TT)

|Host |loca.lhost

|Accept |imagefgjf, image/z-xbitmayp, image/ipeg, image/pipeg, image/png, **

|Accept—Encoding |gzip
|Accept—Language |en
|ccept-Charset  fiso-8859-1,% utf-8

[ == |Document: Done T = 2| oz
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Printing All Headers:
Typical Internet Explorer Result

/3 Servlet Example: Showing Request Headers - Microsoft Internet Explorer

J File Edit “iew Favoites Toolz  Help |
je¢-= QA AEIEBSH - |JLinks”
El
Servlet Example: Showing Request Headers
Request Method: GET
Request URL: /servlet/coreserviets. ShowRequestHeaders
Request Protocol: HTTF/1.1
Header Header Value
Name
y— inageof, tnagez-zhitmap, imagelipeg, imagelpipeg, applicationmsword,
I? applicationfmd ma-excel, application’md ms-powerpoint, *%*
Arccept-
en-us
Language
Arccept- .
Encoding gzip, deflate
[User-figent  [Moxillaid.0 (compatible; MSTE 3.0, Windows 98; DigExt)
|Host |loca]host
|Connection |Keep—AJive
H
|@ Done l_’_ 25 Local intranet S

www.coreservlets.com

Common HTTP 1.1 Request
Headers

« Accept

— Indicates MIME types browser can handle

— Can send different content to different clients. For
example, PNG files have good compression
characteristics but are not widely supported in browsers.
A servlet could check to see if PNG is supported, sending
<IMG SRC="picture.png" ...> if it is supported, and
<IMG SRC="picture.gif" ...> if not.

— Warning: IE incorrectly sets this header when you hit the
Refresh button. It sets it correctly on original request.

* Accept-Encoding
— Indicates encodings (e.g., gzip or compress) browser can
handle.

— See following example
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Common HTTP 1.1 Request
Headers (Continued)

 Authorization

— User 1dentification for password-protected pages.

— See upcoming example.

— Instead of HTTP authorization, use HTML forms to send
username/password and store info in session object. This
approach is usually preferable because standard HTTP
authorization results in a small, terse dialog box that 1s
unfamiliar to many users.

— Servers have high-level way to set up password-protected
pages without explicit programming in the servlets.

* For details, see Chapter 7 (Declarative Security) and
Chapter 8 (Programmatic Security) of More Serviets
and JavaServer Pages, www.moreservlets.com.
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Common HTTP 1.1 Request
Headers (Continued)

« Connection

— In HTTP 1.0, keep-alive means browser can handle
persistent connection. In HTTP 1.1, persistent connection is
default. Persistent connections mean that the server can
reuse the same socket over again for requests very close
together from the same client (e.g., the images associated
with a page, or cells within a framed page).

— Servlets can't do this unilaterally; the best they can do is to
give the server enough info to permit persistent
connections. So, they should set Content-Length with
setContentLength (using Byte ArrayOutputStream to
determine length of output). See example in book.

 Cookie

— Gives cookies previously sent to client. Use getCookies, not
getHeader. See chapter & later class session.
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Common HTTP 1.1 Request
Headers (Continued)

* Host
— Indicates host given in original URL

— This 1s a required header in HTTP 1.1. This fact is
important to know if you write a custom HTTP client
(e.g., WebClient used in CSAJSP Chapter 2) or telnet to a
server and use the HTTP/1.1 version.

- If-Modified-Since
— Indicates client wants page only if it has been changed
after specified date

— Don’t handle this situation directly; implement
getLastModified instead. See example in CSAJSP
Chapter 2.
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Common HTTP 1.1 Request
Headers (Continued)

* Referer
— URL of referring Web page
— Useful for tracking traffic; logged by many servers
— Can also be used to let users set preferences and then return to the
page they came from

— Can be easily spoofed, so don't let this header be your sole means of
deciding (for example) how much to pay sites that show your
banner ads.

— Some personal firewalls, Norton in particular, screen this out and
replace it with Weferer (and random chars as values)
« User-Agent
— String 1dentifying the browser making the request
— Best used for identifying category of client
* Web browser vs. I-mode cell phone, etc.
— For Web applications, use other headers if possible

— Again, can be easily spoofed.
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Sending Compressed

Web Pages

I CALCULATED THE TOTAL
TIME THAT HUMANS
HAVE WALTED FOR WEB
PAGES TO LOAD...

IT CANCELS OUT ALL
THE PRODUCTIVITY
GAINS OF THE INFOR-
MATION AGE.

SOMETIMES T THINK THE WEB
IS A BIG PLOT TO KEEP
PEOPLE LIKE ME
AWAY FROM

NORMAL SOCIETY.

UH-OH, HE'S
ON TO ME.

Dilbert used with permission of United Syndicates Inc.

S.Adams  E-mail: SCOTTADAMS@AOL.COM
Y { /_
5{77 © 1997 United Feature Syndicate, Inc
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Sending Compressed Pages:
EncodedPage.java

public void doGet (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException ({
response.setContentType ("text/html") ;
String encodings = request.getHeader ("Accept-Encoding") ;
String encodeFlag = request.getParameter ("encoding") ;
PrintWriter out;
String title;
if ((encodings != null) &&
(encodings.indexOf ("gzip") !=
!"none".equals (encodeFlag)) {
title = "Page Encoded with GZip";
OutputStream outl = response.getOutputStream() ;

-1) &&

out = new PrintWriter (new GZIPOutputStream(outl), false);
response.setHeader ("Content-Encoding", "gzip"):;
} else {
title = "Unencoded Page";
out = response.getWriter();
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Sending Compressed Pages:
EncodedPage.java (Continued)

out.println(ServletUtilities.headWithTitle(title) +
"<BODY BGCOLOR=\"#FDF5E6\">\n" +
"<H1 ALIGN=CENTER>" + title + "</H1l>\n");

String line = "Blah, blah, blah, blah, blah. " +

"Yadda, yadda, yadda, yadda.";
for (int i=0; i<10000; i++) {
out.println(line);

}

out.println("</BODY></HTML>") ;

out.close() ;
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Sending Compressed Pages:
Results

* Uncompressed (28.8K modem),
Netscape 4.7 and Internet Explorer 5.0:
> 50 seconds

Compressed (28.8K modem),
Netscape 4.7 and Internet Explorer 5.0:

3 Page Encoded with GZip - Microzoft Internet Explorer

< 5 Seco n d S J File Edit “iew Favortes Tools Help |
. Caution: ¢ -7 QAN QAEIESH ks ™
] 4
be careful Page Encoded with GZip
a bo ut Elah, blah, blah, blah, blah. Tadda, vadda, vadda, yadda Blah, blah, blah, blah,
. blah. Yadda, vadda, vadda, yvadda. Blah, blah, blah, blah, blah. Tadda, vadda,
vadda, vadda. Blah, blah, blah, blah, blah Yadda, vadda, vadda, vadda Blah,
g e n e ra I IZI n g blah, blah, blah, blah. Yadda, vadda, vadda, yadda. Blah, blah, blah, blah, blah
Tadda, vadda, yadda, yadda. Blah, blah, blah, blah, blah Yadda, vadda,
be n c h m a rks vadda, vadda. Blah, blah, blah, blah, blah Yadda, vadda, vadda, vadda Blah,
blah, blah, blah, blah. Yadda, vadda, yadda, yadda. Blah, blah, blah, blah, blah. =
|@ Done ’_’_ 25 Local intranet S
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Restricting Access to Web
Pages

- Main approach: "declarative™” security via
web.xml settings
— See More Serviets and JSP for lots of detail

 Alternative: programmatic HTTP

1 Check whether there is Authorization header. If not, go to Step
2. If so, skip over word “basic” and reverse the base64
encoding of the remaining part. This results in a string of the
form username:password. Check the username and password
against some stored set. If it matches, return the page. If not,
go to Step 2.

2 Return a 401 (Unauthorized) response code and a header of
the following form:

WWW-Authenticate: BASIC realm="some-name"
This instructs browser to pop up a dialog box telling the user
to enter a name and password for some-name, then to
reconnect with that username and password embedded in a
single base64 string inside the Authorization headepreservlets.com

SecretServiet (Registered Name
of ProtectedPage Servlet)

public class ProtectedPage extends HttpServlet {
private Properties passwords;
private String passwordFile;

public void init(ServletConfig config)
throws ServletException {
super.init(config);
try {
passwordFile =
config.getInitParameter ("passwordFile") ;
passwords = new Properties();
passwords.load (new FileInputStream(passwordFile)) ;
} catch(IOException ioce) {}

}
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SecretServlet (Continued)

public void doGet (HttpServletRequest request,
HttpServletResponse response)
throws ServletException, IOException {
response.setContentType ("text/html") ;
PrintWriter out = response.getWriter():;
String authorization =
request.getHeader ("Authorization") ;

if (authorization == null) {
askForPassword (response) ;
} else {

String userInfo =
authorization.substring(6) .trim() ;
BASE64Decoder decoder = new BASE64Decoder() ;
String nameAndPassword =
new String(decoder.decodeBuffer (userInfo));

// Check name and password
www.coreservlets.com

SecretServlet (Continued)

private void askForPassword
(HttpServletResponse response) {
// SC UNAUTHORIZED is 401
response.setStatus (response.SC UNAUTHORIZED) ;
response.setHeader ("WWW-Authenticate",
"BASIC realm=\"privileged-few\"");
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SecretServiet In Action

H* Welcome to the Protected Page - Netscape
File Edit View Go Communicator Help

User Name: | ' { @‘: \3 ﬁ 22 =% & @ :§§ m
Passwor d I # w"Bookmalks A Location:Ihttp:x’x’localhost;"sewletx’secretSewIet j {517 Wwhat's Related
ak I Cancel
| Welcome to the Protected Page
Netscape Congratulations. T ou have accessed a highly proprietary company document.

Shred or eat all hardcopies before going to bed tomght.

@ Authorization failed. Retry?
Cancel |

[=F =B=| |Documen t: Dane S R == 2|
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Summary

Many servlet tasks can only be
accomplished by making use of HTTP
headers coming from the browser

Use request.getHeader for arbitrary header
— Remember to check for null

Cookies, authorization info, content length,
and content type have shortcut methods

Most important headers you read directly
— Accept

— Accept-Encoding

— Connection

— Referer

— User-Agent
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